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KAITIAKIIT

Sentinel v3.0

Threat Intelligence & Compliance Assessment — Sample Preview

83

CRITICAL RISK /100

AU T ID KAI - SAMPLE- 2026

DATE 03 May 2026

LOG SOURCE Zscal er Zia Web Proxy

RECORDS 100, 000

Al ENG NE NVIDIA NIM —Nenotron / Kim-K2 / LLaMVA-4
GUARDRAI LS NeMb Cuardrails —Active

DATA EGRESS Zero —All processing on-prem ses

CLASSI FI CATI ON SAMPLE —Full reports available via kaitiaki-it.com
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// 01 — OVERVIEW

Executive Summary

This sample report demonstrates the output of a Kaitiaki Sentinel forensic analysis. A full audit processed 100,000 log
records and identified a Board Risk Score of 83/100 — indicating a critical security posture. The analysis identified
10,822 CRITICAL-severity events, of which 7,891 were actively allowed through security controls.

20 confirmed Al tool access events were detected, triggering Australian Privacy Act 2026 APP 1.7 obligations. 6 attack
chains were correlated — sequences consistent with data staging and exfiltration.

REGULATORY OBLIGATIONS TRIGGERED

Australian Privacy Act 2026 —APP 1.7 10 Dec 2026 $50, 000, 000 TRI GGERED
Privacy Act —APP 8.1 (cross-border) I medi at e Civil penalty TRI GGERED
NDB Schene —Notifiabl e Data Breach 30 days QAIC notification TRI GGERED
APRA CPS 234 —Material Cyber Incident 72 hours APRA notification

FINANCIAL EXPOSURE

Conservative $2, 250, 000 M ni num regul atory penalties only
Most Li kel y Penalties + incident response + reputational
Hi gh Case $19, 500, 000 Maxi mum APP 1.7 + NDB + APRA enforcenent

BOARD MUST ACT — NEXT 24 HOURS
1. Convene an emergency security meeting with CISO, Legal counsel, and CEO.

2. Block all access to unsanctioned Al tools (ChatGPT, Claude, Gemini, DeepSeek) at the network perimeter.
3. Identify and interview the 3 highest-risk individuals listed in the full report.

4. Engage privacy legal counsel to assess NDB Scheme notification obligations.

5. Preserve all log data as potential legal evidence.




- SAMPLE REPORT - KAI-SAMPLE-2026 - CONFIDENTIAL

Kaitiaki Sentinel v3.0

/1 02 — FINDINGS

Key Findings & Evidence

Finding 01
7,891 CRITICAL-severity sessions ALLOWED through security controls with 149.9 MB confirmed transmitted.
Applications: Pi Al (Inflection), Poe Al, Grok/xAl. These are confirmed policy breaches — not detections.

2026- 03- 10 User _3EAA82A Pi
Pi Al (Inflection) ALLOW . —

06: 35 D
2025-10- 05 User _B555ADA

- Poe Al ALLOW 8.2 MB —
08: 55 7
2026- 02- 05 User _64C527D ) :

- Replicate API ALLOW 7.1 MB Tr oj an. Enot et
19: 38 1
2025-11- 20 User _31ECCC5 )

- M crosoft Copil ot ALLOW 9.3 MB Ransomnar e. Bl ackCat
19: 34 8

Finding 02

Malware/threat families detected: Ransomware.LockBit3 (289 events); Trojan.QakBot (285 events); Trojan.Metasploit
(284 events); Ransomware.BlackCat (276 events).

User _5383ADCB, User_A8743935,

Ransomwar e. LockBi t 3 Mal war e
ot hers
) User 1AAA03C4, User 31ECCC58, +3
Tr oj an. QakBot - - Mal war e
ot hers
) ) User 37AACF19, User 73E3779C, +4
Troj an. Met aspl oi t Mal war e
ot hers
User 75580F7F, User 1B1153F2, +3
Ransomwar e. Bl ackCat Mal war e

Finding 03

APP 1.7 BREACH: 20 confirmed Al tool access events. Services:

ot hers

replicate.com, perplexity.ai, character.ai. 53.4 MB

transmitted to external Al services crossing Australian borders without data processing agreements.

2025- 04- 01 User _B181440

replicate.com Al | owed
00: 10 D
2025-04-01 User AF52193 . .

perplexity.ai 2.3 Al | owed
00: 58 1
2025- 04- 01 User _1AAA03C .

cl aude. ai 1.7 Al | owed
03:18 4
2025-04-01 User 7C89D2F copilot.microsoft.

3.2 Al'l owed

04: 00 F com
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/1 03 — COMPLIANCE

Compliance Framework Analysis

Australian Privacy Act 2026 FAI L Up to $50, 000, 000
Essential Ei ght (ACSC) FAI L Regul at ory enfor cenent

| SO 27001: 2022 FAI L Certification revocation
SOC 2 Type |11 FAI L Audit qualification

PCl - DSS v4.0 FAI L Card schene fines

IMMEDIATE ACTIONS REQUIRED
Each framework failure represents a current, ongoing compliance gap. The Australian Privacy Act 2026 failures trigger
mandatory regulatory obligations with deadlines running from the date of discovery of these findings.

Bl ock unsancti oned Al tools at

CRI TI CAL sl e I'T Security 24 hours

CRI TI CAL I nterview high-risk individuals Cl SO + HR 24 hours
OAI C notification assessnent Legal + CEO 10 days
Al governance policy Cl SO + Legal 14 days
MFA enf or cenment I'T Security 30 days

MEDI UM Staf f awareness training HR + ClI SO 30 days

GET YOUR FULL INVESTIGATIVE REPORT

This sample shows a fraction of a full Kaitiaki Sentinel audit. A complete report includes: ¢ Full forensic

profiles for every high-risk user « Complete event timeline with timestamps ¢ Attack chain analysis with MITRE

ATT&CK; mapping * Per-user regulatory implications ¢ 90-day remediation roadmap ¢ Board-ready executive
summary Upload your own log file at sentinel.kaitiaki-it.com or contact us at hello@kaitiaki-it.com to arrange a
full audit.

kaitiaki-it.com - sentinel.kaitiaki-it.com - hello@kaitiaki-it.com - Melbourne VIC Australia




